State Of Maryland Information Technology Master Plan

The Governor, Lt. Governor, and Secretary of the Department of Budget and Management (DBM) have
provided clear direction that Executive Branch Agencies need to become increasing more efficient and
innovative in the delivery of services. Recognizing the vital role technology plays in the effective
delivery of services to the citizens of the State, it is incumbent on the Executive Branch Agencies to use
technology to improve efficiency and service delivery. The intent of this plan is to provide general
information on the direction of information technology in support of the State Government goals of
improved efficiency, better service to citizens and cost containment.

The fundamental business drivers used to develop this strategy and identify specific initiatives to
achieve its goals are the five Pillars of the Ehrlich-Steele Administration: Fiscal Responsibility,
Education, Health and the Environment, Public Safety and Safer Neighborhoods, and Commerce. The
information technology goals to support these drivers are: (a) to use technology to improve the quality of
service to citizens; (b) to consolidate technology and collaborate information to increase the effectiveness
of agency operations; and (c) implement appropriate security systems and procedures.
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Over the past several years, Maryland has focused on improving efficiencies and services to its citizens
through a number of statewide initiatives. Two of these initiatives, networkMaryland and eGovernment,
have resulted in significant improvements in how agencies operate and how their customers are served.
Through the successful build out of networkMaryland, State owned technology assets are maximized to
deliver cost effective data and telecommunications transport to all agencies across the entire State.

The eGovernment initiative has resulted in improved accessibility and convenience of government
services via an Internet based service delivery model. Vehicle and occupational license registrations, job
placement, unemployment insurance; workers compensation and child support case management are
examples of services Maryland citizens can access via the Internet. Agencies are expected to continue
this migration until all applications that are appropriate for Internet application have been Web enabled.

During the past two years, the State began focusing on cross-unit efficiencies. Agencies are
increasingly collaborating with one another to deliver services more efficiently and effectively.
Collaboration and the standardization of agency IT operations will provide a natural impetus towards the
next steps in the maturation of statewide IT capabilities. This growing inter-dependency dictates that
enterprise IT planning for the State of Maryland takes on a broader scope.

Six strategic initiatives provide a core direction for information technology across all state agencies.

They are:
1. Establishment of technical standards and enterprise architecture.

Complete build out and migration to networkMaryland.
Consolidation of common information platforms such as email and time reporting.
Consolidation and standardization of agency web sites.
Further development of professional project management.
Establishment of a consolidated and enhanced disaster recovery site.
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1. Technical Standards and
Enterprise Architecture

State agencies have historically operated in a largely decentralized fashion with a great deal of
autonomy. This has provided a productive environment for customized solutions and individual problem
solving. However, a large diversity of technology platforms and multiple versions of similar hardware and
software have evolved in this environment. In addition to high maintenance and training costs, the
diversified technology base has limited procurement economies of scale, complicated statewide
interoperability, and file sharing. During this time the IT industry has introduced numerous standard
products that have the potential to be used in lieu of custom products.

To address this issue, DBM’s Office of Information Technology (OIT) awarded a technical architecture
contract in July 2004. The Maryland Technical Architecture Framework (MTAF) initiative has begun.
An inventory of current statewide technical infrastructures is underway. The initiative will then define a
technical architecture and initial standards. The establishment of an architecture governance model will
facilitate the introduction of standards to agencies. The implementation of the standards, and the inclusion
of standards adoption as part of agency information technology master plans, will allow the standards to
be promulgated throughout the State. Once established, the architecture and standards will be updated
annually. This will provide a framework for all State IT operations.

The benefits to be realized from the adoption of a statewide technical architecture and standards include
the support for consolidation of like applications and similar systems, lower statewide maintenance and
help desk costs, abbreviate service restoration times, leverage purchasing power, reduce procurement time
and costs, increase interoperability between systems, and improve reliability and stability of system
operations statewide.

The inventory of the current IT infrastructure across the State began in September 2004 and will be
completed in April 2005. The agencies will be consulted regularly during this effort. The final results and
conclusions are expected in the second quarter of calendar year 2005. The long-range target enterprise
architecture and initial standards will be addressed in the second half of calendar 2005 with
implementation through the agencies beginning soon after their introduction.

2. networkMaryland Migration

networkMaryland provides a means for State agencies to reduce transport costs for moving information
between locations and improve the ability to share files. This presents the opportunity for agencies to
collaborate and makes it easier for residents to access State services in a consistent manner. It also has the
potential to simultaneously provide information to, or receive information from, multiple agencies.
networkMaryland is on schedule for completion by the end of calendar year 2005. At that time each of the
24 jurisdictions will have a network point of presence (POP). State agencies, county governments and
municipalities can gain access at the POP’s for Intra Local Access Transport Area (LATA) transport, Inter
LATA transport, Internet Services and access to the State’s Intranet. Currently these services are leased
commercially and require substantial staff hours in each agency to manage the ordering and payment
functions associated with leased service.
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Agency migration to networkMaryland will improve the response time for agency changes and
additions and will give the State greater control of both its costs and the overall security of the network.
By operating its own network, the State will also be protected from capacity limitations that sometime
appear on commercial networks.

The State is in the process of adding the nine Eastern Shore counties to the network and anticipates
completion of this phase by early 2005. This will be accomplished via a microwave system. The
remaining counties in Southern and far Western areas will have POP’s by mid-2005. That will occur via a
combination of resource share agreements for fiber optic routes and State owned microwave systems. No
capital expenditures are required beyond FY 2005 to complete the build out. As each phase of the network
is completed, services leased from common carriers are migrated to networkMaryland. The network is
expected to reach full operational status about the end of calendar year 2005.

3. Consolidated Common IT Platforms

Significant inefficiencies and unnecessary expense can occur when the sixty-five State Executive
agencies and commissions each develop and operate individual IT platforms. The agencies each have
their own LAN’s, WAN’s, email systems, support teams, hardware and software maintenance and
training requirements. In some instances this is within the same complex of buildings or in buildings near
each other. This makes it difficult to address statewide applications. For example, Lotus, Microsoft, and
Novell email systems co-exist across the state resulting in 40-50 redundant support staff, servers, and
software. Many agencies have separate domains and interagency email often goes through the commercial
Internet.

The current environment is both inefficient and not secure. Economies of scale on a statewide basis
are not realized and no interagency directory is in place. Email virus and worm defense is difficult to
manage resulting in greater vulnerability.

Consolidating email platforms is expected to save licensing and server costs in addition to lowering
staff support costs, providing interagency messaging, and standardizing domain and directory services.

The suggested approach for this major effort requires the inventory of existing systems and the
development of email standards consistent with the enterprise architecture and technical standards
initiative. This will be completed early in calendar year 2005. Once a statewide standard is selected, a
consolidation strategy can be developed consistent with the enterprise architecture, products can be
obtained to make existing systems interoperable, and pilot testing can be undertaken in selected agencies
(late 2005 — mid 2006). These products can then be implemented in large multi-agency facilities (mid —
late 2006).

Over a period of several years, agencies can then migrate to the standard systems as existing systems
and versions become obsolete. The investment cost for this strategy will be determined in conjunction
with the technology standards initiative.

Similar opportunities exist; for example, to use standards based consolidation for time keeping, asset
inventories, personnel transactions, and interoperable radio systems.
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4. \Web Site Consolidation and
Standardization

The State of Maryland web portal (www.maryland.gov) provides access to agency web sites.
Currently the 65 State agencies manage web sites using differing standards, contractor support, hosting
agreements and licensing arrangements. Apart from the cost inefficiencies inherent in this environment,
agency web sites lack a consistent appearance and method of operation. Branding is done primarily at the
agency, rather than State, level and moving among agency sites can be confusing and complicated.

To address this issue, an inter-agency web redesign team produced Branding Guidelines for State
Government Web Sites in July 2004. The guidelines were issued by the Governor’s Office and all cabinet
level agencies have been advised to adopt the branding guidelines by January 2005. In conjunction with
these guidelines, the DBM’s Office of Information Technology (OIT) will establish and distribute web
technical standards and guidelines as part of the MTAF effort. OIT moved the Maryland.gov portal from a
commercial hosting facility to State controlled hosting on networkMaryland in June 2004. Agency sites
will be reviewed in light of currently established branding guidelines and adoption of a common State
domain naming convention. The web sites of smaller agencies may be considered for consolidation into
the State portal. All of these actions are planned to be complete by the end of calendar 2006.

Cost estimates to complete these activities are nominal in comparison to the potential savings. This
investment will result in savings in support staff costs, hosting fees, and license costs and provide
economies of scale for purchasing products and services. It will provide the foundation for improving
citizen convenience by making it easier to link agency services with a single transaction.

5. Professional Project Management

The State has developed a portfolio management program for Major IT Development Projects
(MITDPs). The success of this program is dependent on effective selection of IT project investment and
proper project governance and management. OIT has oversight responsibility for all major IT
development projects (> $1 million) across the State and issued a statewide Systems Development Life
Cycle (SDLC) methodology in 2002. It serves as a road map for agencies to follow through the stages and
activities required for a successful project. This methodology by itself will not necessarily create an
environment that leads to a successful project. There are very few certified IT project managers in the
State workforce.

The State has a number of commercial systems that need to be modified to meet specific needs.
However, the State has very few requirements that need true “source code forward” development. The
selection of MITDP project investments is accomplished through a system justification and business
process in which reviews by Agency executive management and DBM are integral to project selection
and are intended to define system development efforts.

There are several actions that should be taken to increase the project management performance across
the State.



State Of Maryland Information Technology Master Plan

The consolidation of systems should free up some IT positions in the coming fiscal years. As these
positions become available, a Project Management Center of Excellence can be developed by giving the
incumbents the opportunity to become certified Project Managers through formal training reinforced by
mentoring from the current IT Project Management staff. Over time this will build a certified core group
of Project Management Subject Matter Experts (SME). These certified managers would serve as project
consultants to the agencies and in some circumstances could be temporarily assigned to agencies for
specific projects. This will bring a professional consistency to IT project management, reduce the
prospects of failed projects and can be accomplished for minimal incremental costs.

All major IT development projects will also be required to have the new model governance board that
includes system users, OIT SMEs, and technical staff from other agencies. This arrangement provides
critical input during all phases of the project.

All major IT development projects will be required to have an Independent Verification and Validation
(IV&V) conducted by a non-State government entity at major milestones beginning in fiscal year 2006.

It is anticipated that this investment in State project management staff can begin by the middle of
calendar year 2006. A specific investment could be made to accelerate the development of the Project
Management Center of Excellence.

6. Consolidated Disaster Recovery Site

As discussed earlier, State agency IT has developed autonomously over a period of years. Nearly every
agency manages systems that are critical to their mission. Disaster Recovery Guidelines were issued in
2003 and each agency has established some level of backup and recovery processes. The backup
arrangements are inconsistent and not coordinated across agencies. Consequently, a major regional
disruption, such as the recent northeast power grid failure, could cause State agencies significant
difficulties in restoring important services and systems. It is probable that in aggregate State agencies are
spending more on cold, warm and hot sites than it would cost to build one major hot site to support all
agencies. There are several existing facilities near major transportation systems that are also in an extra
urban or rural location with robust broadband capacity nearby.

The State is desirous of building and operating a hot standby service restoration center for critical
applications to provide quick response and prioritization of service restoration in the case of a disaster.
Unlike most commercial offerings, a State-owned facility would eliminate the need to pay additional fees
for high priority restorations. More importantly, during a widespread disruption the State would control
it’s own sequence of restoration and not wait in queue for higher priority clients as determined by a
commercial provider.

As is the case with all major IT projects, this effort will be thoroughly examined in a fully developed
business case to validate the investment. In-State sites will be evaluated for appropriateness in light of
desired characteristics (such as proximity to networkMaryland, accessibility, cost to acquire, etc.). If the
business case justifies the investment, then it will be submitted as a capital project. Once capital has been
established, OIT will acquire the site, inventory critical systems and build the disaster recovery facility. It
will take approximately 18-months to complete the facility once approval has been granted.



State Of Maryland Information Technology Master Plan

Summary

Under the guidance of the Governor, Lt. Governor and Secretary of DBM, the State Information
Technology community is on the precipice of making fundamental changes to improve the quality and
efficiency of services to the citizens of the Maryland. These changes will be implemented deliberately in a
fiscally responsible manner through an evolutionary process and will take several years to fully
implement. Some of the benefits have already been realized while others will begin accruing early in
calendar year 2005 with continued improvement for several years after that.



